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OPERATION METHOD FOR A DATA EXCHANGER WITH AN UNKNOWN 
BEHAVE MODE AND THE ARCHITECTURE THEREOF 

The present invention relates to an operation method for a data exchanger with an 
unknown behave mode and the architecture thereof; and more paiticidarly, to a des^ of 
a data exchanger that will scrambling the arrangement order of the ongmal data so that 
ftie encryption behave of the encryption security system is not fixed. 

Nowadays to establish a secure and reliable network environment and to ensure the 
system aad the information without any illegal intruding, forging, taiqjermg or stealing 
by the hackers during the network transmission, are important issues for each cwrenl 
network service provider and the electronic commerce, hi order to achieve flie object of 
the information security, the security system is a line of defense for the present 
practitionors. 

The process of the security system of the conventional computer system is sho^ in Fig. 
I When data is written into flic integrated circuit 20 through the transmisaon of a data 
exchanger 10 (or a bu£Fer), a random number generator 1 1 generates a random number as 
the key for the data exchanger to encrypt the data. The data exchanger 10 encrypts the 
information by using the random number (encryption key). For the encryption processes, 
the encryption method for each data is absolutely the same except the random number 
(encryption key), namely, they have the same behave mode. 

It seems that these data encryption methods are safe. The breaking of the random numbo: 
(encryption key) is not easy, especially when the random number (encryption key) is 256 
bits 512 bits or 1024 bits, the breaking time for the randomnumber (encryption key) will 
be increased greatly. However, another important flaw is ignored, namely, the forgomg 
behave mode that all the encryption processing are encrypting the date by using 4e 
random number is invariable, which causes the fatal results. In fiwt. flie illegal iirtnider 
can deduce the behave mode of the data exchanger 10 by detecting Ihe voltage change of 
the integrated circuit when every possibly present random number is inputted to the 
integrated circuit (as shown in Fig. 2). Actually, by using this metho<^ Jae are ^ 
enonption programs that have been broken successfully, such as the ECC (EUipse Curve 
Code) algorithm, RSA (Rivest, Shamir and Adleman), Block Cipher and the like. 
Apparently, the security of the encryption method with fixed behave mode is very 
worrying. 

The primary object of the present invention is to provide an operation mediod for a data 
exchanger with an unknown behave mode and Ae architecture thereof, ptmcipally, 
dividing a string of data into groups, each having 4 bits; an exchanger or a buffer 
Biranging the 4 bits in a storage area divided into 4 square shapes for sCTamblmg; me 
arrangement of the position for each bit accordingily producing many «*an^, each of 
which is encoded; the encoded value of the map combination being selected by a 
multiplexer (4-to-l MUX) and scrambling the date in many layers. Consequently, by 
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scrambling the airangement order of (he original data and diverse selectivity of die 
multiplexer, the enciyption behave of the encryption security system is not fixed, so that 
the difficulty fbr die Ulegal intruder can break will be increased greatly. Therefore, the 
intrusion of the system can be prevented. 

As mentioned above, after the data is scrambled to be rcconfig^ hy the data exchanger 
of the present invention, if one multiplexer is used, every brt of the data wll have fom- 
variations by the selectivity of the multiplexer, and if four multiplexers are used, every bit 
of the data wiU have 4^ variations. The number of flie multiplexers can be designed 
according to the need for the security level. Since tlie arrangement order of the data is 
scrambled thoroughly and evenly, and the scrambled order is one of the precedmg 
variations, thus, even if the illegal mtruder uses the forgoing way to detect the voltegp 
change of the integrated circuit, the order of the data address cannot be detwrnmed, and 
the deduced data will be waste data. Tberefore. the flaw of the present secunty system 
can be resolved. 

In order to achieve the above object, the present invention provides an operation method 
for a data exchanger with an unknown behave mode. The method will arrange a string of 
data on a storage space divided into square shapes, which constitute the respective bit, 
encode the map combination for each square, and scramble the data m multilayer 
according to the bit number of fte power of 4 (0, 1. 2...). so that the position of every bit 
will have many variations and one of these variations can be selected to scramble the 
arrangement order of the original data, thus, the encryption behave of the enciyption 
security system is not fixed. 

Rjxther, the present invention provides a architecture of a data exchanger TsiA an 
unknovm behave mode, characterized in that it comprises: a group of encoded mido-layer 
data generated by the described operation method for a data exchanger with an unlmown 
behave mode; at least one multiplexer, for scrambling a selected appropnate layer data 
variation by the control of the coirespondmg controller integrated circuit; a random 
number generator, for encrypting the scrambled data randomly. 

The structure and flmction of the present mvention will be more apparent ftom the 
following detailed description Ihereof taken in conjunction with the accompanying 
drawings that illustrate specific embodiment of the invootion. in which: 

Fig. 1 is a schematic block diagram illustrating 4e process of the security system of the 
conventional computer system. 

Fig. 2 is a schematic diagram iUustratmg the breaking method that detects the voltage 
change of the integrated circuit of Ae random number. 

Fig. 3-1 to 3-3 are schematic diagrams illustrating the Fractal concept 

Fig. 4- J to 44 are schematic diagrains iUustrating the data format according to the 
Fractal concept of ttie present invention. 
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1 1 random number generator 
30.33 4-to-l multiplexer 



Fig. 5 is a schematic diagram Ulustiating the data format of the scrambled 256 bits data of 
the present invention. 

Fig 6 is an architecture diagram illustrating a data exchanger using one multiplexer 
according to flic first embodiment of the present mvention. 

Fi£ 7 is an architecture diagram iUustrating a data exchanger using four multiplex^^ 
a<»ording to the second embodiraeot of the present mvention. 

The explanation of the denotations: 
10 data exchanger 
20 integrated circuit 
40-43 cotttroller urtegrated circuit 

The essential theory of the present invention is derived from Fractal concept As shown 

iTRrsTftebasTc architecture consists of four small triangles; any bigger block (as 

shown in Fig. 3-2, 3-3) comprises the followmg features: 

1. Consisting of the basic architecture blocks. 

2 Ihc bigger blocks will ever look like the basic architecture blocks. 

3. From any perspective view, aU the blocks have siimlar shape. 

The present invention applies the above features to the 

iut Lsed to control and process a data exchanger 10 or a buffer with unpredictable or 
predictable bdiave mode. 

First, a 4 bits data exchanger or buffer is discussed (« ^hownm ^^-l)^ being 
scrawled, flie bits will be arranged as a square, so Aat each bit (bit 0-3) wiU have 4 
combination variations and each bit locates in one of the comer of Ae square (0, 1. 2, 3 
shown in the figure denote bit 0-3). 

hi the present embodiment, one 4-to-l multiplexer 30 (4-10-1 mux) is used (as shown in 
in uic ptwaii ^ > j„*„5i-/4 /iB«r.Ti«riftn we can nrovisionaUy U! 
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be scrambled by the multiplexer as: 
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Also, after being scrambled, the map combinations of "00". "01". "10" and "11" willbe 
redefined and known by only the developer. 
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be scrambled and denoted as: 
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2 



(as shown in Fig. 4-2 in dark gray words), so that a scraxnbled 16 bits datais fonned. 

Then, based on the I6bits block, four of the 16 bits square architecmre ^f>5;^^^^^^*' 
SS a^ead, square that denotes 16 bits formerly can be regarded as 1 bxt.ftus,4e 
square can be scrembled and daioted as: ' - ■ - ^ 



(as shown in Fig. 4-3 in Ugbt gray words), so that a scrambled 64 bits data is formed. 

In this way based on the 64 bits block, four of the 64 bits square archive can fomi a 
S^^loclt iideach square that denotes 64 bits fonneriy can bexe^ as 1 bit. 
ibas.AesqiancULhtKani:»cdmAimll»i>f. ■ - ■ - ' 



sbown in Kg. in contour worts). » tot a scmnblod 256 bte drt. is fonnrd 

I l^oneTyct combination for each bi^ a 64 bits data buffer (4') thus compnses the 
arohitecture with 3 layers. 

combination will be selected for tbe n«ct layer^ variations, and can 

According to this principle, even a 256 bits butter will oe nmiieo w 
be controlled by the 4^-1 multiplexer 30. 

The following table is a correlation table. -W^^^^P'Ti^- ^^ibtati^^^^^ ' ^'^"^"^ 
data buffer; ^erefore. each bit can be denoted as a 4-layer combination. 
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Taking a 256 bits data as an example, it can be supposed that the code for the fonned 
square based on 4 bits accordmg to the above method is: 
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(as sho™ to bl«k word.); w. o» »TP °'» tW to cote te fl« l« bits .qu«. fcm«l by 
4 of the 4 bits squares is: ' 



(as shown in dark gray words); we can suppose th at the code for the 64 bits squaie 



fonned by 4 of the 16 bits squares is: 



(as shown in Ugnt gray worus;, wo 

square fonned by 4 of the 64 bits squares is: 
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for the program developer. 

Hie uchitecture diagram of a data exchanger of the present tavention isf^™ *» f S-^a 
^be usU^.'sScc, variations. Mo.«.v.r. *« « J^T^^'w^SUby 

sto™mbl«=kv««ds). so '^''*?r''f?™''^°'"±^^^^^C^o,nly 

it^tL-libU.Ca. a-nit (as ^-^^•'^''^^^r^t^"* 

by analogy, therefore, in the prescat embodiment, there are lour v«ia 
modes for Hie forgoing bits data. 
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icy uvi 



second 4-to.l multiplexer tf^ varia^n I is selLted again 

of the 4 variations and scramble the data, tor exan^ic. ii uic 

Kv M hS fas Shown in daik gray words). When fliroug^i the fonA 4-to-l ?w»l?P)e^er 33, 

^ iJiiA^^l-isfttt^r selected for the lowest layer of the variation 3 by the 
supposed that the 11 js ninner sciocwu / 

S^L^^li«g ha. 4 nmdondy «l«wd vanation.. c<»««,uenUy to ^ 4 »o^*« 
"«,.liouiaplex«30,31,32«Ki33infte|«««">*o*f«"''^'''* vaMUom 
and flue dogrea of *e data scnidbUDg becomes more conplex. 

ome^ through tb^ revei^e deduction fliat uses the same vanation as the 

scrambling. 

To summarize the above explanation, the foUowing steps can be included: 
4?epTSSfi a string of dSta on a storage space divided into square shapes, which 
constitute the respective bit, /■ n i f \ 

Step b: encode the mi^ combination for the bit numbers of Ae 4 (n a 1 . 2- . 

according to the selection of the code, a multiplexer (30. 31, 32 and 33) is usea to 
scramble the arrangement order of the data. 
Step d: repeat the step b - c until flie maximum n is reached. 

As mentioned above, the data exchanger 10 of the present invention scrambl^ ^e 

intruder can break successfuUy by detectmg the voltage cnange, *V, 
^Tbr^ak the unfixed behave mode for the variation of the arrangement order. 
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WHAT IS CLAIMED: 

1 . An operation method for a data exchanger with an unknown ^^^f^'^ 
characterized in that: arrange a string of data on a stoiage space diviA^ >^ ^armc 
shapes. >vhich constitute flie respective bit, encode the inap ''^^f^°''^^^f^^' 
aX:Uble (he data in nMti-layer according to the bit nunibcr of the po^f ^' 
2 ) soAatthepositionofeveiybitwillhavemanyvanationsfflidoTOOfth^ 
v^iti^M can beCected to sciamble the aimigement oid«- of the ongmal data, flius. flxe 
encryption behave of the encryption security system is not fixed. 

2 TTieoperationmethodforadataexchangerwithanunkiwwnbehavemod^ 

to claim 1. characterized in lhat ihe scrambling step composes contioUmg the leftwards 

or rightwards rotation or specified variation by tiie software. 

3. The method for a data exchanger with an unknown behave mode according to claim 1, 

'''"^Sn^Slity of the variation is that the combination is selected for a lay«, the 
flirthest combination fhsm the cun«il combination wiU be selected for next layer. 

4. nic method for a data exchanger with an unknown behave mode ^^t^Jo clam 1. 
characterized in that the layer and variation of the scrambhng depend on the bit number 
of the data. 

5. The method for a data exchanger with an unknown behave mode according to claim 1. 
characterized in that the method comprises the following steps: 

Step a; arrange a string of data on a storage space divided mtD 8<|uare shapes, which 

constitute the respective bit, _n i o ^ 

Step b: encode (he map combination for the bit numbers of the 4" (n - 0. 1 , 2. . 

sZ ^ordmg to the selection of the code, a multiplexer (30. 31. 32 and 33) is used to 

scramble the arrangement order of (he data. 

Step d: repeat ttie step b - c untU (he maximum n is reached. 

6. A architechire for a data exchanger with an unknown behave mode, characterized in 

f ^o^^e^Sed multilayer data generated by the operation method for the data 

exchanger with an unknown behave mode accorduig to daun 1 ; 

at least one multiplexer, for scrambling a selected appropriate layer data variation by the 

control of ttie corresponding controUer integrated circuit; 

a random number generator, for encrypting the scrambled data randomly. 

7 The architecture for a data exchanger witti an unknown behave mode according to 
claim 6, characterized in that the multiplexer is a 4-to-l multiplexer. 
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ABSniACT 



The present invention relates to an -P-^- ^ * X ^^^^ 

^^w„ behave mode and ±o -^^^^^'^^^^^^^'''^^X^^^^ ^ 

into groups, each having 4 bits; ^/^''^^Z'V^\f^n^^fofth^ position for each 

areaLwed into 4 square shapes for ^^^^PS^^^J '"^"^^^^^^ value of 

St accordinglyptoducing many changes, eacho^^^^^ 

increased greatly. Therefore, the mtrusion of tne sysiem caa^y 
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